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The IT security industry is undergoing a transformation.  The 
number and type of security attacks continue to proliferate 
at a time when the underlying infrastructure is moving from 
a physical environment to one that is virtualised and mobile 
enabled.  GlobalData research shows that 67% of HR direc-
tors in Australia play a role in delivering IT tools and access 
policies based on employee roles.  While HR is not the sole 
guarantor of cyber security, this department is playing a 
central role in ensuring access policies are implemented 

correctly and that end users are given some level of 
education and training.  When breaches do occur and there 
are cases of company embarrassment, loss of intellectual 
property, financial losses or executive resignations (or 
worse), HR plays some role in establishing policies and 
business processes in response to a data breach.  For 
major events, there will often be an HR handbook for 
internal communications and escalation procedures.

Summary

Issue

People are the greatest asset to an organisation, but can also be the greatest threat and 
single largest point of vulnerability when it comes to information security.

Most organisations have no formal programmes in place to promote security awareness 
or train employees on their own IT policies.

Assume a security breach will happen, but what will set HR apart is having a plan 
beforehand that it can act on when one occurs.

Technology can be effective in the recruitment and retention of staff.  It is important 
that security and end-user experience balance out and employees have the best 
tools for the trade.

Key Takeways

Security breaches are happening daily and up to 80% of Australian businesses believe 
they may have been victims of data breaches.
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People are the greatest assets in an organisation.  In a 
survey of 200 Australian HR directors, the top corporate 
priority for the next 12 months for HR is to build up 
leadership at all levels, increase employee engagement and 
reduce turnover.  However, when it comes to corporate 
information security, employees are often the weakest link.  
The vast majority of Australian businesses believe that they 
may have fallen victim to data leakage.  This is a mixture of 
accidental leakage (80%), having employees targeted by 
outsiders (nearly 60%), and/or the malicious insider (50%) 
leaking or stealing corporate data.  Many organisations in the 
survey cannot determine if any breach has even taken place, 
or what information may have been found.  While it takes 
second or minutes for a breach to take place, industry 
research shows that it will take weeks or months for an 
event to get noticed – if at all. 

Perspective

Current Perspective

While there are many threat vectors for a data breach, some 
of the largest and most damaging attacks have come from 
the insider.  In general, there are three types of insider data 
breaches: careless insider (e.g., the employee that accidently 
leaks corporate data); the targeted insider (e.g., the 
employee that is targeted through social engineering, 
phishing or other means); and the malicious insider (e.g., the 
employee that steals or intentionally leaks corporate data).  
While HR plays a number of different roles in these domains, 
education and training can go a long way in preventing data 
leakage from the insider.  HR should also have pre-defined 
policies in place and escalation procedures during and after 
a cyberattack.  This should be in partnership with other lines 
of business leaders, CXOs, boards and others, including 
external parties that need to be involved.  This report 
considers five steps HR directors should consider for 
managing cybersecurity through their own department 
initiatives. 

Studies show that while the insider threat can do the most 
damage, the vast majority of instances are around the 
careless and targeted insider.  One of the most prolific data 
breaches caused through social engineering occurred at 
Anthem, the U.S. health insurance provider.  This single 
event topped Forbes Magazine’s ‘Top 10 Security Breaches 
of 2015.’  While an investigation is ongoing, internal emplo-
yee credentials were attained by outsiders and up to 80 
million health records were lost.  This is equivalent to 1.4 
million sheets of A4 paper.  The Ponemon Institute estima-
tes the average global cost of data breach per lost or stolen 
record was $355 for a healthcare organisation. 

HR can play a major role in education, training and general 
awareness to protect employees from being targeted and 
educating them on security policies.  HR can also play a role 

1. Increase Companywide Training and Awareness

brokering conversations between the end users and IT 
departments so that there is an ongoing ‘feedback loop’ and 
policies are not rolled out in isolation or in environments 
where end-user needs and experiences are ignored.  
Fostering collaboration is a top requirement for HR mana-
gers and this is one way to deliver an outcome to protect 
corporate data and intellectual property.  One CISO 
acknowledged to us that ‘end users have a right to comp-
lain and need a feedback button so IT can improve.’  A 
number of organisations have also conducted the ‘fake 
phishing attack’ as a way to measure security awareness 
within the company.  Continuous education can also help to 
start changing those bad habits (e.g., password sharing, 
writing down credentials on Post-it notes to stick above the 
screen) and mitigate the threats caused by the careless 
users.
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Security is a global challenge and the lack of skills is real.  
There are up to one million security jobs that go unfilled 
globally each year.  From this figure, GlobalData estimates 
that as many as 50,000 security jobs go unfilled in Australia.  
To compensate for this talent shortage, HR strategies 
should consider partnering with universities as a means of 
recruiting and training new sources of talent.  Security 
competencies should be embedded in the next talent pool.  
Security should not focus solely on a finite area, but take 
inputs from all aspects of security, including technology 
and compliance as well as financial, socio-economic and 

legal factors.  While a number of companies have colocated 
facilities on or near a major college campus to find flexible 
working for contact centre staff to better serve customers, 
for example, few companies have even looked at ways to 
use talent pools in academia for cybersecurity.  Industries 
that are heavily regulated such as government, financial 
services and education must consider additional measures 
to increase the security awareness and competencies 
within their organisation.

2. Build Up the Security Competencies

It is a best practice for companies is to assume that not all 
breaches can be prevented and one will happen on your 
watch.  From an HR perspective, having the right policies 
and escalation procedures in place is important to contain 
the threat and to control the overall damage that it may 
have on employees, customers and/or the company brand.  
This could be in partnership with corporate communica-
tions, legal and financial teams.  Data breaches which are 

caused by malicious insiders may require formal polices for 
how to notify senior management, legal counsel and 
potentially law enforcement.  The important consideration 
for HR is having a plan in place when a data breach does 
occur.  The 2013 Target breach is a great case study for the 
industry on how not to respond.  It was a case of endless 
internal discussion, board meetings and failure to act until it 
was too late.

3. Assume a Breach Will Happen on Your Watch

IT departments are generally aware of the various threats 
and will focus on reducing the time between the discovery 
of a breach and resolution.  The closer these metrics are, 
the less damage a security breach will likely cause in an 
organisation.  However, it is often the case that organisa-
tions do not know what they actually own, cannot assign a 
value to the data or struggle to find an ‘owner.’  It is advisa-
ble for lines of business, such as HR, to go through this 
exercise in at least creating a data classification system.  
From this point, it becomes easier to consider technologies 
such as data loss prevention, which tags, maps and 
fingerprints data in a classification system.  It is used by 
companies to prevent data from leaving a private network 

to an unauthorized destination, such as the public Internet, 
personal e-mail addresses or USB storage.  DLP can often 
be used in combination with analytics engines to provide 
‘context’ IT activity.  The solution typically works by creating 
a baseline of ‘normal’ activity and setting up a platform that 
can provide alerts when anomalies are detected.  A large 
Australian insurance organisation was able to detect fraud 
within the first days of implementing such a system and 
had a system set up to notify HR, hiring managers and law 
enforcement.  In the end, the plan was foiled, the company 
saved millions, the matter was turned over to the police and 
the solution paid for itself.

4. Work with the IT Department 



All materials Copyright 1997-2016 GlobalData, Inc. Reproduction prohibited without express written consent. GlobalData logos are trademarks of GlobalData, 

Inc. The information and opinions contained herein have been based on information obtained from sources believed to be reliable, but such accuracy cannot 

be guaranteed. All views and analysis expressed are the opinions of GlobalData and all opinions expressed are subject to change without notice. GlobalData 

does not make any financial or legal recommendations associated with any of its services, information, or analysis and reserves the right to change its 

opinions, analysis, and recommendations at any time based on new information or revised analysis.

www.globaldata.com

GlobalData™ The Role of Human Resources in Managing Cybersecurity P. 05

Despite the security threats, employees need to access 
cloud services, share collaboration tools and use mobile 
devices inside and outside the office.  Many organisations 
have also moved to a BYOD culture.  The recent GlobalData 
survey found that 65% of HR directors saw the need to 
provide the same HR policies for employees inside and 
outside the office as ‘important or very important.’  As new 
employees are on boarded, and others promoted or move 
between departments, HR can work on policies that support 
access privileges which are role based.  With new tools, 

these privileges can be automated and policy enforced.  HR 
can protect corporate data assets by working with IT and 
identifying those policies.  Many businesses are also 
offering flexible working and IT tools to attract new talent.  
Security in remote access, mobile devices, applications and 
corporate networking will continue to be paramount, as will 
the need for ensuring end users can enjoy a high user 
experience.  This will also reflect on customers and impor-
tant considerations for digital transformation.   

5. Balance Security Requirements with the End-User Experience 

Recommended Actions

Most organisations lack the basic security discovery capabilities.  As part of this exercise, IT and lines 
of business need to ask basic questions, such as the location of their corporate data, and consider 
assigning values around classes of data.  HR’s role would be to help determine who in the organisation 
should have access to what data.  IT can look to apply security measures proportional to the 
value of the data. 

The cause of a data breach varies, but most organisations in Australia interviewed by GlobalData 
have found it difficult to find funding for basic security awareness.  Simple steps such as setting 
up a formal training programme to encourage employees to follow IT procedures for sending a file 
or managing corporate data can go a long way.  These initiatives are typically funded by HR as part 
of employee education and training. 

Buyer Actions 
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